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Evolution of AI

• Machine learning – (1950’s) algorithms that are trained on 
large datasets to find patterns and make predictions

• Perception AI – (2012) ability to interpret, understand and 
classify data, images, and video

• Generative AI – (2020) ability to understand the meaning of 
the information and translate (generate) it into different 
languages, images, code, etc.

• Agentic AI – (2024) ability to autonomously pursue goals 
and complete complex multi-step tasks using planning and 
reasoning

• Physical AI – (near future) ability to understand and reason 
in the physical world, e.g. understand the law of physics, 
object permanence, cause and effect, predicting outcomes, 
estimating how much force is needed to grip an object without 
damage, etc.

2 NVIDIA CEO Jensen Huang 
keynote at CES 2025

MACHINE LEARNING
Predictive analysis
Recommendation systems
Natural language processing 2012
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We are in an AI hype bobble
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2024

Hype cycle for Artificial Intelligence
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2025

Curtesy of 
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Trust in complex systems
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Trustworthy system è Valuable and safeAppropriate trust

Misuse, over-confidence è Unsafe or costly actionsBlind trust

Disuse, resistance è Undermines business caseDistrust

Complex 
digital 

systems

• Trust: the belief that someone or something is reliable, truthful, and will act in one's best interest

Complex system: a system whose behaviour can not be understood from its individual components
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Strategy for building a trustworthy system

• Generative AI-based systems are generally unreliable
• ~80% correctness / reliability is easily achievable
• >99% correctness / reliability is difficult and costly
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High reliability Fault tolerant, robust 
è High cost and effort

Combination Combine reliability + fault detection
è Balance between cost, reliability, and safety

Fault detection Reject results or go to safe state
è Lower cost and effort, but lower availability 

Trustworthy 
system
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Human interaction

However, 

the more capable and complex the system is, 
the less people are able to …

• understand it
• understand its limits
• compensate for its shortcomings
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“We have trained operators so they will be able to manage the situation”

“It is not safety critical since we have a human-in-the-loop”

Source: Endsley et.al.

How does the user, or down-stream 
system, know if the information from the 
AI-based system can be trusted?
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Havtil “Letter on artificial intelligence follow-up”

• Havtil guidance on 15 regulation § relevant for 
AI-based (and complex digital) systems:
• Supervision and human oversight
• Risk management & uncertainty
• Transparency, explainability & uncertainty
• Lifecycle approach
• Documentation & auditability 
• Employee involvement & competence 
• Cybersecurity & robustness 

8
Source: Havtil

https://www.havtil.no/en/explore-technical-subjects2/technical-competence/news/2025/follow-up-of-artificial-intelligence-and-safety/
https://www.havtil.no/en/explore-technical-subjects2/technical-competence/news/2025/follow-up-of-artificial-intelligence-and-safety/
https://www.havtil.no/en/explore-technical-subjects2/technical-competence/news/2025/follow-up-of-artificial-intelligence-and-safety/
https://www.havtil.no/en/explore-technical-subjects2/technical-competence/reports-from-projects/2024/responsible-use-of-artificial-intelligence-in-the-petroleum-sector/
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Responsible use of AI
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Safety

Control & Monitoring

Advisory C
yb

er
-p

hy
si

ca
l

/ O
T 

sy
st

em

Time-critical

Advisory

D
ig

ita
l T

w
in

/ I
T 

sy
st

emPlanning

Non-time-critical

Condition monitoring

Organization

Human 
operator

Physical 
system

Digital 
system

Source: DNV report for Havtil: “State of the art” for responsible use of artificial intelligence in the petroleum sector

https://www.havtil.no/en/explore-technical-subjects2/technical-competence/reports-from-projects/2024/responsible-use-of-artificial-intelligence-in-the-petroleum-sector/
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Data and training of AI

• Training data is a bug, not a feature 
• Data is a proxy for knowledge and expertise
• We have a lot of data, but typically lack data for 

edge cases and anomalies
• The training data must contain the patterns for 

the desired knowledge

• Augment the AI
• Include physics-based models, e.g. synthetic 

data, hybrid models, constrained by physics, 
etc.

• Include rules and expert knowledge
• Make the AI-system uncertainty aware

• Uncertainty predictions
• Independent self-assessment and health 

indicator
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All identified combinations

X1

X2

All possible combinations

Available data
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Trustworthy Digital Twin system (DNV-RP-A204)
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Results
X= 2
Y= 5.6

Digital system

Computation models

AI modelSimulation 
model

Component 
model X

Output
• Results / actions
• Uncertainty
• Explainability

Input / Data quality
• Transformations
• Data monitoring
• Data cleansing

(Independent) Self-diagnostic / uncertainty quantification
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Digital system

Trustworthy Cyber-Physical system (DNV-RP-A203)
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Computation models

AI modelSimulation 
model

Component 
model X

Output
• Results / actions
• Uncertainty
• Explainability

Input / Data quality
• Transformations
• Data monitoring
• Data cleansing

(Independent) Self-diagnostic / uncertainty quantification

System 
Monitoring

Physical system

Controlled 
process
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Building business value

Development
• Business case
• System engineering
• Safety philosophy
• Model architecture
• Risk management
• Human factors

Enabling 
factors
• AI infrastructure
• Relevant data
• Managing data quality
• Workflow integration
• Domain & AI competence
• Transparency

Build trust
• Cyber-security
• Explainability
• Incident management
• Human/machine interaction
• Technology qualification

Governance 
• Business alignment
• Stakeholder alignment
• Data governance
• Product ownership
• Support
• Maintenance and 

re-training 
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Business 
value

Scale

Business & 
Governance

Operation &
Human Factor

Physical

Software

AI
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Summary

• A lot of AI hype, but it is important to get ready
• Are you building capabilities, frameworks, and partners that can create trustworthy AI?
• Can you quickly select the winning use cases and concepts?
• Can you scale from PoC to a qualified system?

• Trust is essential for both a solid business case and for safety
• Misinformation, leading to unsafe actions, is the biggest risk from AI
• More capable and complex system è Less ability to understand and supervise
• Can the operator maintain situational awareness and act as an independent barrier?

• Build trustworthiness into the AI solutions
• Bringing all knowledge into AI – not just data
• AI cannot be practically qualified as a “black box” è integrate the qualification process
• Design system to detect and handle faults and communicate uncertainties to the user

• Norges Rederiforbund – Responsible use of AI in the O&G industry, Nov. 11th 
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DNV standards related to digital systems
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Technology Qualification
RP-A203

Data quality

RP-0497

Artificial 
intelligence

RP-0671

Data-driven 
models

RP-0510

Cyber 
security
RP-G108
RP-0575
RP-0498
CP-0231

Simulation 
models

RP-0513

Machine 
learning 

application

RP-0665

Sensor 
systems

RP-0317

Information 
modelling 
framework

RP-0670

Search for “DNV rules and standards explorer”

Assurance of Digital Twins 
RP-A204

https://www.dnv.com/rules-standards/
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www.dnv.com
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Christian.Markussen@dnv.com
+47 94831307

Thank you – Questions?
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Why do some Digital Systems fail to deliver value?
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Not integrated into the 
work process and 
without support

Black-box experience 
à lack of trust

Keeping it up-to-date 
and relevant over time

Too technology 
oriented, not business 
case driven
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Insights from Havtil’s Incident database 
from unstructured to contextualized data

Unstructured 
data

Connected & 
contextualized 

data

Data in 
PDF

Existing 
database

Machine-readable, contextualized and 
connected data, digital requirements

Structured 
data Insights

PDF text-
extraction

Semantic analysis
og data structuring

LLM LLM

Knowledge integration
and improvement

Ontology

Graf database

LLM

19
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Detectability & Controllability matrix è Likelihood
Controllability: M1 M2 M3 M4

Detectability:
Controllable 

(>99%)
Manageable 
(90%-99%)

Difficult 
(70%-90%)

Unreliable 
(<70%)

D1 Reliable Reliable detection (>99%) 1 2 3 4
D2 Probable Probable detection (90%-99%) 2 3 3 4
D3 Uncertain Uncertain detection (70%-90%) 3 3 4 4
D4 Unreliable Unreliable detection (<70%) 4 4 4 4

Risk assessment

20

Se
ve

rit
y

Consequence Categories Detectability and Controllability

People Environment Delay /
Downtime

1 2 3 4
Situation can 
be reliably 
managed

Situation can 
probably be 

managed

Situation 
managed  with 
uncertainty

Managing 
situation is 
unreliable

1 No or superficial 
injuries

Slight effect on 
environment, 
< 1 BBL

< 2 hours L L L M

2
Slight injury, 
a few lost 
workdays

Minor effect
Non-compliance.
< 5 BBL

< 1 day L L M H

3 Major injury, 
long term absence

Localized effect
Spill response required.
< 50 BBL

1 - 10 days L M H H

4
Single fatility or 
permanent 
disability

Major Effect
Significant spill response, 
<100 BBL

10 - 60 days M H H V

5 Multiple fatalities
Massive effect Damage 
over large area, 
>100 BBL

> 60 days M H V V

Risk identification

System design

Human factor

Software & model 
specification

Scenario based testing
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Data Platform
Data

transport
Data

storage
Data

quality

Safety & 
Automation 

System

Data quality – someone else’s responsibility?

• Can not create a trustworthy digital system without managing data quality

• AI training on uncleansed data è over-fitting, unreliable, and increased maintenance cost
21

• Missing data
• Outliers
• Noise
• Duplications
• Latency

Data monitoring

Application

Quality 
indicator 

Data
cleansing

Computation
models

Results

Shit in è Shit out
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Functional assurance

Functional Elements – Development process
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Capture FE requirements

Feasible and 
valuable?

• Asset equipment 
• Work processes
• 3rd party services 
• DT platform
• Compliance req.

• Model quality
• Data quality
• Sensor quality

Need

Key decision

Target users

User 
interactions

CriticalityOutput 
requirements

Models & input

External 
requirements

Quality indicator FE specification

Risk assessment

Design & development

Verification & validation

Ready for deployment
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Building trustworthy AI
Bringing all knowledge into AI – not just data
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Based on Gartner slide

Science-guided AI

• Combine physical-models with data-
driven models (“hybrid-models”)

• Include physical constraints into AI

• Use synthetic data for safety-critical 
scenarios with little data

Uncertainty-aware AI

• AI that knows when it is uncertain

• Avoid confident mistakes

• Tells you when you cannot trust it

Causal AI

• Understands cause-and-effect

• Distinguishing correlations and 
causation

• Distinguishing observation from 
intervention


